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FOCUS: CONDITIONAL ACCESS SYSTEM

DEVELOPING
EFFECTIVE CAS FOR

MSOs
Digital Addressable Systems (DAS) provide

subscribers with a degree of choice and has
multiple advantages over the analogue system.
DAS environment consists of the Conditional

Access System (CAS), which is the cornerstone of
transmission system as it is responsible for the

encryption of content.

ISSUES RELATED TO SUB-STANDARD CAS &
SMS

The Cable Television Networks (Regulation) Act,
1995, the permission/ license to DPOs and the extant
regulatory framework lay
down requirements to be met
by the Addressable
Systems. However,
broadcasters and
distributors regularly raise
issues arising out of
deployment of sub-standard
systems. The issues
reported are described
herein under three broad
heads viz. Security related
issues, Operational issues
and Support related issues.

SECURITY-RELATED ISSUES:

Transmission of unencrypted signals,
unauthorized transmission of signals

This is by far the most recurring issue reported by
various broadcasters from various territories. It is also
probably the most critical issue as it amounts to theft of
content and thereby results in direct loss of revenue to the
concerned broadcaster and also to the government. The
transmission of unencrypted signals is a clear violation of
section 4A of the Cable Television Networks (Regulation)
Act, 1995. It enables unauthorized reception of the content
and thereby amounts to infringement of provisions of the
Indian Copyrights Act, 1957 and constitutes a criminal

emaesaAao ko ilae p`BaavaIemaesaAao ko ilae p`BaavaIemaesaAao ko ilae p`BaavaIemaesaAao ko ilae p`BaavaIemaesaAao ko ilae p`BaavaI
saIeesa ivakisat krnaasaIeesa ivakisat krnaasaIeesa ivakisat krnaasaIeesa ivakisat krnaasaIeesa ivakisat krnaa

iDijaTla eD/osaobala isasTma ³saIeesa´ ga`ahkaoM kao psaMd ka
ivaklp p`dana krta hO AaOr enaalaa^ga isasTma kI tulanaa maoM

[sako k[- fayado hOM.DIeesa vaatavarNa maoM kMDISanala
e@saosa isasTma ³saIeesa´ Saaimala hO jaao T/aMsaimaSana
isasTma kI AaQaariSalaa hO @yaaoMik yah saamaga`I ko

einËPSana ko ilae ijammaodar hO.

saba–sTO MDD- saIeesa AaOr esaemaesa sao sa Mba MiQat mau_osaba–sTO MDD- saIeesa AaOr esaemaesa sao sa Mba MiQat mau_osaba–sTO MDD- saIeesa AaOr esaemaesa sao sa Mba MiQat mau_osaba–sTO MDD- saIeesa AaOr esaemaesa sao sa Mba MiQat mau_osaba–sTO MDD- saIeesa AaOr esaemaesa sao sa Mba MiQat mau_o
kobala TolaIivajana naoTvak- ³ivainayamana´ AiQainayama¸ 1995¸

DIpIAao kao AnaumaitÀlaa[saoMsa AaOr maaOjaUda inayaamak Z,aMcaa eD/osaobala
isasTma Wara pUrI kI jaanao vaalaI AavaSyaktaAaoM kao inaQaa-irt krta

hO.halaaMik¸ p`saark AaOr ivatrk
inayaimat $p sao GaiTyaa p`NaailayaaoM
kI tOnaatI sao ]%pnna haonao vaalao
mau_aoM kao ]zato rho hOM.irpaoT- ikyao
gayao mau_aoM kao yahaM tIna vyaapk
SaIYa-kaoM ko tht vaiNa-t ikyaa gayaa
hO.saurxaa saMbaMQaI mau_o¸ pircaalana
saMbaMQaI mau_o AaOr samaqa-na saMbaMQaI
mau_o.

saurxaa sa Mba MQaI ma u_o:sa urxaa sa Mba MQaI ma u_o:sa urxaa sa Mba MQaI ma u_o:sa urxaa sa Mba MQaI ma u_o:sa urxaa sa Mba MQaI ma u_o:

AnaeinËPToD isaganalaa o M ka p`saarNa¸ isaganalaa o M ka AnaaiQakRtAnaeinËPToD isaganalaa o M ka p`saarNa¸ isaganalaa o M ka AnaaiQakRtAnaeinËPToD isaganalaa o M ka p`saarNa¸ isaganalaa o M ka AnaaiQakRtAnaeinËPToD isaganalaa o M ka p`saarNa¸ isaganalaa o M ka AnaaiQakRtAnaeinËPToD isaganalaa o M ka p`saarNa¸ isaganalaa o M ka AnaaiQakRt
p`saarNap `saarNap `saarNap `saarNap `saarNa

yah ivaiBanna xao~aoM ko ivaiBanna p`saarkaoM Wara irpaoT- ikyaa gayaa
Aba tk ka sabasao AiQak saamanao Aanao vaalaa mau_a hO.yah Saayad sabasao
gaMBaIr mau_a BaI hO @yaaoMik yah saamaga`I ko caaorI ko samaana hO AaOr [sako
pirNaamasva$p saMbaMiQat p`saark AaOr sarkar kao rajasva ka saIQaa nauksaana
haota hO.AnaeinËPToD isaganalaaoM ka p`saarNa kobala TolaIivajana naoTvak-
³ivainayamana´ AiQainayama 1995 kI Qaara 4e ka ]llaMGana hO.yah saamaaga`I
ko AnaiQakRt irsaoPSana kao saxama banaata hO AaOr [sa trh BaartIya
ka^pIra[T AiQainayama 1957 ko p`avaQaanaaoM ka ]llaMGana hO AaOr ek
AapraiQak ApraQa banata hO.ijasako pirNaamasva$p ApraQaI kao gaOr–
kanaUnaI laaBa AaOr p`Baaivat ihtQaarkaoM kao haina haotI hO.



16 SATELLITE & CABLE TV AUGUST 2023

FOCUS: CONDITIONAL ACCESS SYSTEM

offence resulting in unlawful gain to the offender and loss
to the affected stakeholders.

Finger printing/watermarking not
supported by the system

Schedule III of the Interconnection
Regulation (Annexure I) has specific
provisions for fingerprinting (both visible
and covert) and watermarking to be complied
by the distribution equipment. This is a
critical tool to identify the source of a breach
of security if it happens and thereby taking
corrective measures such as barring content
access by the compromised STBs and
blacklisting them, apart from other actions.
A timely action is important in minimizing
the extent of loss due to piracy, especially in
case of time-critical content, such as sports
events. Non-compliance of fingerprinting/ watermarking
deprives the affected parties of this damage control
mechanism.

Cloning of STB:
Even though Schedule III categorically mandates

that each STB should be individually addressable, there
are reported cases of cloning of STBs, wherein by
hacking of secure key of a STB, it was cloned into several
STBs while only the hacked STB was reflected in the
system. This is another instance of piracy resulting in
leakage of revenue.

OPERATIONAL ISSUES:

Integration issues between CAS and SMS
Interconnection Regulations mandate that

activation and deactivation of STBs should be done with
commands of the SMS and that CAS should not have
the facility to activate/deactivate STBs. As such, the SMS
and CAS should be in absolute synchronization at all
times. However, issues are raised from time to time from
field in this regard. It is alleged that in few cases, there
may be mirror SMS which, while able to configure
subscribers, does not reflect subscribers’ information in
main subscriber database. This issue has multiple
implications. Firstly, it results in improper reporting of
subscription figures. As revenue sharing under the
regulatory framework is subscription based, this has
serious implications. On the other hand, synchronization
issue also has implications on service provisioning to

ifMgar ip` MiTMgaÀvaa ^Trmaaik- Mga¸ isasTma Wara samaiqa -t nahI M hOifMgar ip` MiTMgaÀvaa ^Trmaaik- Mga¸ isasTma Wara samaiqa -t nahI M hOifMgar ip` MiTMgaÀvaa ^Trmaaik- Mga¸ isasTma Wara samaiqa -t nahI M hOifMgar ip` MiTMgaÀvaa ^Trmaaik- Mga¸ isasTma Wara samaiqa -t nahI M hOifMgar ip` MiTMgaÀvaa ^Trmaaik- Mga¸ isasTma Wara samaiqa -t nahI M hO

[MTrknao@Sana ivainayamana ³Anaulagnak 1´ kI AnausaUcaI 3 maoM
ivatrNa ]pkrNa Wara Anaupalana ikyao jaanao vaalao ifMgaripM̀iTMga ³idKnao

vaalao AaOr gauPt daonaaoM´ AaOr vaa^Trmaaik-Mga ko ilae
ivaiSaYT p`avaQaana hO.yaid eosaa haota hO tao saurxaa ko
]llaMGana ko sa`aot kI phcaana krnao ko ilae yah ek
mah%vapUNa- ]pkrNa hO AaOr [sa trh Anya kar-vaa[-yaaoM
ko Alaavaa¸ samaJaaOta ikyao gayao esaTIbaI Wara saamaga`I
kI phuMca kao raoknaa AaOr ]nhoM blaOkilasT krnaa jaOsao
sauQaara%mak ]paya ikyao jaato hOM.payarosaI ko karNa
haonao vaalao nauksaana kao kma krnao ko ilae samaya pr
kar-vaa[- mah%vapUNa- hO̧  Kasakr Kola AayaaojanaaoM jaOsao
samaya mah%vapUNa - saamaga ` I ko maamala o ma o M.ifMgar
ipM̀iTMgaÀvaa^Trmaaik-Mga ka Anaupalana na krnao sao p`Baaivat

pxa [sa xait inayaM~Na tM~ sao vaMicat rh jaato hOM.

esaTIvaI kI @laa o ina Mga:esaTIvaI kI @laa o ina Mga:esaTIvaI kI @laa o ina Mga:esaTIvaI kI @laa o ina Mga:esaTIvaI kI @laa o ina Mga:
Balao hI AnausaUcaI 3 spYT $p sao AadoSa dotI hO ik p`%yaok

esaTIbaI kao vyai@tgat $p sao saMbaaoiQat ikyaa jaanaa caaihe¸ esaTIbaI ko
@laaoinaMga ko maamalao saamanao Aayao hOM̧  ek esaTIbaI kI ‘isa@yaaor kI’ kao
hOk krko̧  [sao k[- esaTIbaI maoM @laaona ikyaa gayaa qaa¸ jabaik isasTma maoM
kovala hOk ikyaa gayaa esaATIbaI hI pirlaixat haota qaa.yah caaorI ka
ek AaOr ]dahrNa hO ijasako pirNaamasva$p rajasva ka nauksaana huAa
hO.

pircaalana ko ma u_ o:pircaalana ko ma u_ o:pircaalana ko ma u_ o:pircaalana ko ma u_ o:pircaalana ko ma u_ o:

saIeesa AaOr esaemaesa ko baIca ekIkrNa ma u_osaIeesa AaOr esaemaesa ko baIca ekIkrNa ma u_osaIeesa AaOr esaemaesa ko baIca ekIkrNa ma u_osaIeesa AaOr esaemaesa ko baIca ekIkrNa ma u_osaIeesa AaOr esaemaesa ko baIca ekIkrNa ma u_o
[MTrknao@Sana ivainayamaaoM maoM kha gayaa hO ik esaTIvaI ka saiËyaNa

AaOr inaiYËyakrNa esaemaesa ko AadoSaaoM ko saaqa ikyaa jaanaa caaihe AaOr
saIeesa ko pasa esaTIbaI ka saiËyaÀinaiYËya krnao kI sauivaQaa nahIM haonaI
caaihe.[sa p`kar esaemaesa va saIeesa hr samaya pUNa- isaMËnaa[jaoSana maoM
haonaa caaihe.halaaMik [sa saMbaMQa maoM samaya–samaya pr xao~ maoM mau_o ]zto rhto
hOM.yah Aaraop lagaayaa gayaa ik kuC maamalaaoM maoM̧  imarr esaemaesa hao sakto
hOM jaao ga`ahkaoM kao ka^naifgaur krnao maoM saxama hOM¸ laoikna mau#ya ga`ahk
DoTabaosa maoM ga`ahkaoM kI jaanakarI kao p`itibaMibat nahIM krto hOM.[sa mau_o ko
k[- inaihtaqa- hOM.sabasao phlao [sako pirNaamasva$p sabsaËIPSana AaMkD,aoM
kI Anauicat irpao-iTMga haotI hO.caUMik inayaamak Z,aMcao ko tht rajasva
saaJaakrNa sbsaËIPSana pr AaQaairt hO̧  [sailae [sako gaMBaIr inaihtaqa-
hOM.dUsarI Aaor¸ isaMËaonaa[jaoSana mau_o ka ]pBaao@ta kao saovaa p`avaQaana pr
BaI p`Baava pD,ta hO.]dahrNa ko ilae [saka pirNaama eosaI isqait maoM hao
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consumer. For example, this may result in a situation
where a program has been subscribed to a particular
customer/STB but due to integration problem it may not
reflect in CAS and the consumer may remain deprived of
the service. The converse is also possible wherein a
customer may be availing subscription to certain
program(s) while the same are not reflected in SMS. This
issue can lead to serious discrepancies during bulk
activation/deactivation.

Absence of creation/modification logs in
the system

Absence of proper, tamper-proof log in the CAS/
SMS has serious consequences. The presence of temper
proof logs gives the confidence to technical audit team that
nothing is being hidden and helps in complete
investigations. Absence of temper proof logs raises
suspicion of wrong-doing. It provides opportunity to an
unscrupulous operator to manipulate subscription data and
thereby distort the revenue reports. Another way in which
it provides a window for manipulation is through the Access
Criteria defined in the CAS. Access criteria controls all the
service ids of the channels and decides whether an STB
will have access to certain channels or not based upon its
entitlement. If the access criteria is disabled then the STB
will have complete access to all the channels and this will
not reflect in the CAS and SMS reports. In the absence of
proper log, there would be no mechanism to check whether
the access criteria is manipulated anytime to under report
the active subscriber count.

Absence of blacklisting feature in SMS
As described earlier, fingerprinting and watermarking

are important tools in identifying the source
of piracy and the compromised STBs and
taking corrective action by restricting
access and blacklisting them. However,
there are instances where the SMS does
not have the facility to blacklist such
compromised STBs, thereby causing
irreparable harm.

SUPPORT RELATED ISSUES:
In addition to the security related

and operational threats as summarized
above, there are instances of complaints
raised by MSOs regarding support-related issues from
CAS/SMS vendors. Specifically, such complaints either
pertain to delay or lack of support in relation to needed
software modification in the system in compliance to a

sakta hO jahaM iksaI p`aoga`ama kao iksaI ivaSaoYa ga`ahkÀesaTIbaI ko ilae
sabsaËa[ba ikyaa gayaa hO̧  laoikna ekIkrNa samasyaa ko karNa yah saIeesa
maoM p`itibaMibat nahIM hao sakta hO AaOr ]pBaao@ta saovaa sao vaMicat rh sakta
hO.[saka ivapirt BaI saMBava hO ijasamaoM ek ga`ahk kuC kaya-ËmaaoM kI
sadsyata ka laaBa ]za rah hao̧  laoikna yah esaemaesa maoM p`itibaMibat nahIM
haota hO.yah samasyaa qaaok saiËyaNaÀinaiYËyaNa ko daOrana gaMBaIr ivasaMgaityaaoM
ka karNa bana saktI hO.

isasTma ma o M inamaa -NaÀsa MSaa oQana laa ^ga ka ABaavaisasTma ma o M inamaa -NaÀsa MSaa oQana laa ^ga ka ABaavaisasTma ma o M inamaa -NaÀsa MSaa oQana laa ^ga ka ABaavaisasTma ma o M inamaa -NaÀsa MSaa oQana laa ^ga ka ABaavaisasTma ma o M inamaa -NaÀsa MSaa oQana laa ^ga ka ABaava
saIeesaÀesaemaesa maoM ]icat¸ CoD,CaD,–raoQaI laa^ga ko ABaava ko

gaMBaIr pirNaama haoto hOM.tapmaana pùf laa^ga kI ]pisqait tknaIkI Aa^iDT
TIma kao yah ivaSvaasa idlaatI hO ik kuC BaI iCpayaa nahIM jaa rha hO AaOr
pUrI jaaMca maoM madd imalatI hO.tapmaana pùf laa^ga kI Anaupisqait galat
kama krnao ka saMdoh pOda krtI hO.yah ek bao[-maana Aa^proTr kao
sabsaËIPSana DoTa maoM horfor krnao AaOr [sa trh rajasva irpaoT- kao ivakRt
krnao ka Avasar p`dana krta hO.ek Anya trIka ijasamaoM yah horfor
krnao ko ilae ivaMDao p`dana krta hO vah saIeesa maoM pirBaaiYat e@saosa
maanadMD ko maaQyama sao hO.e@saosa maanadMD caOnalaaoM kI saBaI saovaa Aa[-DI kao
inayaMi~t krta hO AaOr yah tya krta hO ik esaTIbaI kao ]sakI pa~ta
ko AaQaar pr kuC caOnalaaoM tk phuMca p`aPt haogaI yaa nahIM.yaid phuMca
maanadMD Axama hO tao esaTIbaI ko pasa saBaI caOnalaaoM tk pUNa- phuMca haogaI
AaOr yah saIeesa va esaemaesa irpaoT- maoM p`itibaMibat nahIM haogaa.]icat
laa^ga ko ABaava maoM yah jaaMcanao ko ilae kao[- tM~ nahIM haogaa ik saiËya
ga`ahk saM#yaa kao kma irpaoT- krnao ko ilae e@saosa maanadMD maoM kBaI BaI
horfor ikyaa gayaa hO yaa nahIM.

esaemaesa ma M o bla OkilaisTMga sa uivaQaa ka ABaavaesaemaesa ma M o bla OkilaisTMga sa uivaQaa ka ABaavaesaemaesa ma M o bla OkilaisTMga sa uivaQaa ka ABaavaesaemaesa ma M o bla OkilaisTMga sa uivaQaa ka ABaavaesaemaesa ma M o bla OkilaisTMga sa uivaQaa ka ABaava
jaOsaaik phlao batayaa gayaa hO ik fIMgaripM̀iTMga AaOr

vaa^Trmaaik-Mga caaorI ko sa`aot AaOr samaJaaOta ikyao gayao
esaTIbaI kI phcaana krnao AaOr phuMca kao p`itbaMiQat
krko AaOr ]nhoM blaOkilasT krko sauQaara%mak kar-vaa[-
krnao maoM mah%vapUNa- ]pkrNa hOM.halaaMik¸ eosao ]dahrNa
hOM jahaM esaemaesa ko pasa eosao samaJaaOto ikyao gayao
esaTIbaI kao blaOkilasT krnao kI sauivaQaa nahIM hO
ijasasao ApUrNaIya xait haotI hO.

sapaoT- sa Mba MQaI ma u_o:sapaoT- sa Mba MQaI ma u_o:sapaoT- sa Mba MQaI ma u_o:sapaoT- sa Mba MQaI ma u_o:sapaoT- sa Mba MQaI ma u_o:
jaOsaaik }pr saMxaop maoM batayaa gayaa hO ik saurxaa
saMbaMQaI AaOr pircaalana saMbaMQaI KtraoM ko Alaavaa

saIeesaÀesaemaesa ivaËotaAaoM sao samaqa-na saMbaMQaI mau_aoM ko saMbaMQa maoM emaesaAao
Wara kI gayaI iSakayataoM ko ]dahrNa hOM.ivaSaoYa $p sao eosaI iSakayatoM yaa
tao laa[saoMsa yaa inayaamak AavaSyakta ko Anaupalana maoM isasTma maoM AavaSyak
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license or regulatory requirement. Pursuant to coming into
effect of the new regulatory framework, there have been
cases, where a DPO could not implement the new billing
regime timely. Not only the DPO faced regulatory actions,
it also incurred losses in terms of higher pay-out to
broadcasters as well-as the consumers, as it failed to
activate channels as per consumer choice(s). There have
been reports where the vendor sought exorbitant charges
for a modification or an upgrade as the DPO became a
captive customer.

CHALLENGES ASSOCIATED WITH SUB-
STANDARD SYSTEMS:

Analysis of the reported issues as summarized above
reveals there are primarily two ways in which these issues
can be manifested. One is due to deployment of sub-
standard systems (CAS/SMS) in the field and the other is
due to fraudulent operation of the systems. As far as
fraudulent operation of the systems with a malicious intent
is concerned, inspections and operational oversight
mechanism can probably be the only effective way to curb
the menace with relevant technical support and audit trail.
However, creating a framework that prevents deployment
of sub-standard systems in the network can be expected to
bring a preventive control as far as potential threats arising
due to vulnerability of such systems to hacking is
concerned. Further, it may also be argued that support
related issues can perhaps be addressed more effectively
through suitable policy framework. Few of the ways in which
sub-standard systems put the eco-system to risk are
described below:

No protection against Control Word (CW)
Sharing

CW is not sent in an encrypted format in the
Entitlement Control Message (ECM) in substandard CASs.
It is possible to get the CW by snooping methods. If CW is
not protected, then it would allow the Local Cable Operator
(LCO)/ Hacker/to redistribute the signals without the
knowledge of the Operator/Broadcaster and get profited
from it.

Weak encryption of Entitlement Control
Message (ECM) and Entitlement
Management Message (EMM)

ECM and EMM are not encrypted in sub-standard
CAS. It does not have mechanism for Custom EMM
generation and handling. If ECM/EMM are not protected,
then it would allow the hackers to redistribute the signals
unlawfully.

saa^FTvaoyar saMSaaoQana ko saMbaMQa maoM dorI yaa samaqa-na kI kmaI sao saMbaMiQat
hO.nayao inayaamak Z,aMcao ko p`Baava maoM Aanao ko baad eosao maamalao saamanao Aayao hOM
jahaM ek DIpIAao nayaI ibailaMga vyavasqaa kao samaya pr laagaU nahIM kr
saka.na kovala DIpIAao kao inayaamak kar-vaa[- ka saamanaa krnaa pD,a¸
bailk p`saarkaoM ko saaqa–saaqa ]pBaao@taAaoM kao BaI ]cca Baugatana koo maamalao
maoM nauksaana ]zanaa pD,a¸ @yaaoMik yah ]pBaao@ta kI psaMd ko Anausaar
caOnala saiËya krnao maoM ivafla rha.eosaI irpaoT- AayaI hOM jahaM DIpIAao ko
kOiPTva ga`ahk bana jaanao pr ivaËota nao saMSaaoQana yaa ApgaòD ko ilae
A%yaiQak Saulk kI maaMga kI.

]p–maanak p`Naailayaa o M sa o ja uD,I ca unaa Oityaa M]p–maanak p`Naailayaa o M sa o ja uD,I ca unaa Oityaa M]p–maanak p`Naailayaa o M sa o ja uD,I ca unaa Oityaa M]p–maanak p`Naailayaa o M sa o ja uD,I ca unaa Oityaa M]p–maanak p`Naailayaa o M sa o ja uD,I ca unaa Oityaa M
jaOsaaik }pr saMxaop maoM batayaa gayaa hO ik irpaoT- ikyao gayao mau_aoM

ko ivaSlaoYaNa sao pta calata hO ik mau#ya $p sao dao trIko hOM ijanamaoM yao mau_o
p`kT hao sakto hOM.ek xao~ maoM GaiTyaa isasTma ³saIeesaÀesaemaesa´ kI
tOnaatI ko karNa hOM AaOr dUsara isasTma ko fjaI- saMcaalana ko karNa
hO.jahaMtk duBaa-vanaapUNa- [rado sao isasTma ko QaaoKaQaD,IpUNa- saMcaalana ka
savaala hO̧  p`asaMigak tknaIkI sahayata AaOr Aa^iDT T/ola ko saaqa [sa
Ktro kao raoknao ko ilae inarIxaNa AaOr pircaalana inarIxaNa tM~ saMBavat:
ekmaa~ p`BaavaI trIka hao sakta hO.halaaMik naoTvak- maoM ]p–maanak
p`NaailayaaoM kI tOnaatI kao raoknao vaalaa ek Z,aMcaa banaanao sao hOikMga ko p`it
eosaI p`NaailayaaoM kI BaoVta ko karNa ]%pnna haonao vaalao saMBaaivat KtraoM ko
saMbaMQa maoM inavaark inayaM~Na laanao kI ]mmaId kI jaa saktI hO.[sako
Alaavaa yah BaI tk- idyaa jaa sakta hO ik samaqa-na saMbaMQaI mau_aoM kao Saayad
]pyau@t naIit Z,aMcao ko maaQyama sao AiQak p`BaavaI Z,Mga sao saMbaaoiQat ikyaa
jaa sakta hO.kuC trIko ijanamaoM ]p–p`NaailayaaM pairisqaitkI tM~ kao
Ktro maoM DalatI hOM̧  ]naka vaNa-na naIcao ikyaa jaa rha hO:

kMT/a ola vaD- ³saIDblaU´ SaoyairMga ko iKlaaf kao[- saurxaa nahIMkMT/a ola vaD- ³saIDblaU´ SaoyairMga ko iKlaaf kao[- saurxaa nahIMkMT/a ola vaD- ³saIDblaU´ SaoyairMga ko iKlaaf kao[- saurxaa nahIMkMT/a ola vaD- ³saIDblaU´ SaoyairMga ko iKlaaf kao[- saurxaa nahIMkMT/a ola vaD- ³saIDblaU´ SaoyairMga ko iKlaaf kao[- saurxaa nahIM
GaiTyaa saIeesa maoM eMTa[TolamaoMT kMT/aola maOsaoja ³[-saIema´ maoM saIDblaU

kao einËPToD p`a$p maoM nahIM Baojaa jaata hO.jaasaUsaI ivaiQayaaoM Wara saIDblaU
p`aPt krnaa saMBava hO.yaid saIDblaU saMrixat nahIM hO tao yah sqaanaIya kobala
Aa^proTr ³elasaIAao´ÀhOkrÀsah–Aa^proTrÀp`saark kI jaanakarI ko
ibanaa isaganala kao ifr sao ivatirt krnao AaOr [saka laaBa ]zanao kI
Anaumait dogaa.

eMTa[Tolamao MT kMT/aola maOsaoja ³[-saIema´ AaOr eMTa[Tolamao MT maOnaojamao MTeMTa[Tolamao MT kMT/aola maOsaoja ³[-saIema´ AaOr eMTa[Tolamao MT maOnaojamao MTeMTa[Tolamao MT kMT/aola maOsaoja ³[-saIema´ AaOr eMTa[Tolamao MT maOnaojamao MTeMTa[Tolamao MT kMT/aola maOsaoja ³[-saIema´ AaOr eMTa[Tolamao MT maOnaojamao MTeMTa[Tolamao MT kMT/aola maOsaoja ³[-saIema´ AaOr eMTa[Tolamao MT maOnaojamao MT
ma Osa oja ³[-emaema´ ka kmajaa or einËPSanama Osa oja ³[-emaema´ ka kmajaa or einËPSanama Osa oja ³[-emaema´ ka kmajaa or einËPSanama Osa oja ³[-emaema´ ka kmajaa or einËPSanama Osa oja ³[-emaema´ ka kmajaa or einËPSana

[-saIema AaOr [-emaema GaiTyaa saIeesa maoM einËPToD nahIM hO.[samaoM
ksTma [-emaema jaonaroSana AaOr hOMDilaMga ko ilae tM~ nahIM hO.yaid
[-saIemaÀ[-emaema saMrixat nahIM hO tao yah hOksa- kao gaOrkanaUnaI trIko sao
isaganala kao ifr sao ivatirt krnao kI Anaumait dogaa.
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Unsecure Boot Loader
Sub-standard CAS does not have secure boot

loader and hence it allows non-authenticated software
to boot up the STB. Further it allows malicious software
to be downloaded in an STB. Non-Secure Boot Loader
can put investment of the operator on the STB at risk
because if a malicious software is running on the STB it
can make the boxes to behave abnormally and can even
make STBs in operation to stop working completely,
making the operator to re-invest in buying all the boxes
once again. Several complaints have been received from
operators alleging malpractices by such substandard
CASs, owing to which support issues are faced by the
concerned MSOs.

Non-secure Boot Loader can also result in releasing
the control word which would allow the end user to
redistribute the signals without the knowledge of the
Operator/Broadcaster.

Poor Support for Detection of Security
Breach

It has been mentioned in Chapter 1 that CASs
deployed have varying level of security robustness against
piracy, varying from Advanced embedded type to non-
advanced. CASs with non-advanced security are obviously
more vulnerable to piracy. Fingerprinting/watermarking
mechanisms do provide a mechanism to block access of
content to compromised devices/ network in case of a
security breach. However, sub-standard CASs may not
even have fingerprinting mechanisms. Owing to these
factors content can be pirated and redistributed on various
online as well as offline modes mechanisms without the
knowledge of the operator or the broadcaster.

Blacklisting of STBs
Sub-standard CASs allow

compromised STBs to continue to run
in the network, as they do not have a
provision for blacklisting of smart
cards or ID’s of the STBs, thereby
allowing content piracy to continue
without the knowledge of the operator
or the broadcaster.

Issues with CAS Server
Hardware

Sub-standard CAS are not
deployed on head-end server
hardware specifically supplied by CAS provider and it is
possible to deploy sub-standard CAS in just any

Asaurixat ba UT laa oDrAsaurixat ba UT laa oDrAsaurixat ba UT laa oDrAsaurixat ba UT laa oDrAsaurixat ba UT laa oDr
]p–maanak saIeesa maoM saurixat baUT laaoDr nahIM hO AaOr [sailae

yah gaOr–p`maaiNat saa^FTvaoyar kao esaTIbaI kao baUT krnao kI Anaumait dota
hO.[sako Alaavaa yah duBaa-vanaapUNa- saa^FTvaoyar kao esaTIbaI maoM Da]nalaaoD
krnao kI Anaumait dota hO.gaOr–saurixat baUT laaoDr esaTIbaI pr Aa^proTr
ko inavaoSa kao Ktro maoM Dala sakta hO @yaaoMik yaid esaTIbaI pr kao[- duBaa-
vanaapUNa- saa^FTvaoyar cala rha hO tao yah baa^@sa kao Aasaamaanya $p sao
vyavahar krnao ko ilae majabaUr kr sakta hO AaOr yahaM tk ik esaTIbaI
pUrI trh sao kama krnaa baMd kr sakta hO̧  ijasasao Aa^proTr kao ek baar
ifr sao saBaI baa^@sa KrIdnao maoM inavaoSa krnao ko ilae majabaUr haonaa pD,
sakta hO.eosao GaiTyaa saIeesa Wara kdacaar ka Aaraop lagaanao vaalao
Aa^proTraoM sao k[- iSakayat p`aPt hu[- hOM ijasako karNa saMbaMiQat emaesaAao
kao samaqa-na saMbaMQaI samasyaaAaoM ka saamanaa krnaa pD,ta hO.

gaOr saurixat baUT laaoDr ko pirNaamasva$p inayaM~Na Sabd BaI jaarI
hao sakta hO jaao AMitma ]pyaaogakta-AaoM kao Aa^proTrÀp`saarkaoM kI
jaanakarI ko ibanaa isagnala kao ifr sao ivatirt krnao kI Anaumait dogaa.

saurxaa ]llaMGana ka pta lagaana o ko ilae Kraba sapaoT-sa urxaa ]llaMGana ka pta lagaana o ko ilae Kraba sapaoT-sa urxaa ]llaMGana ka pta lagaana o ko ilae Kraba sapaoT-sa urxaa ]llaMGana ka pta lagaana o ko ilae Kraba sapaoT-sa urxaa ]llaMGana ka pta lagaana o ko ilae Kraba sapaoT-
AQyaaya 1 maoM ]llaoK ikyaa gayaa hO ik lagao saIeesa maoM caaorI ko

iKlaaf saurxaa majabaUtI ka str Alaga–Alaga hO̧  jaao AaQauinak eMbaoDoD
p`kar sao laokr gaOr AaQauinak tk iBanna hO.gaOr–AaQauinak saurxaa vaalao
saIeesa spYT $p sao caa orI ko p`it AiQak saMva odnaSaIla haoto
hOM.ifMgaripM̀iTMgaÀvaaTrmaaik-Mga tM~ saurxaa ]llaMGana ko maamalao maoM samaJaaOto
ikyao gayao ]pkrNaÀnaoTvak- tk saamaga`I kI phuMca kao Ava$w krnao ko
ilae ek tM~ p`dana krto hOM.halaaMik ]p maanak saIeesa maoM fIMgaripM̀iTMga
tM~ BaI nahIM hao sakta hO.[na karkaoM ko karNa saamaga`I kao Aa^proTr yaa
p`saarkaoM kI jaanakarI ko ibanaa ivaiBanna Aa^nalaa[na AaOr Aa^flaa[na maa^D
tM~aoM pr payaroToD AaOr punaiva-tirt ikyaa jaa sakta hO.

esaTIbaI kao bla OkilasT ma o M DalanaaesaTIbaI kao bla OkilasT ma o M DalanaaesaTIbaI kao bla OkilasT ma o M DalanaaesaTIbaI kao bla OkilasT ma o M DalanaaesaTIbaI kao bla OkilasT ma o M Dalanaa
]p–maanak saIeesa¸ samaJaaOta ikyao gayao eaTIbaI
kao naoTvak- maoM calato rhnao kI Anaumait doto hOM̧
@yaaoMik ]nako pasa smaaT- kaD- yaa esaTIbaI kI
Aa[-DI kao blaOkilasT krnao ka p`avaQaana nahIM
hO̧  ijasasao Aa^proTr yaa p`saark kI jaanakarI
ko ibanaa saamaaga`I caaorI jaarI rKnao kI Anaumait
imalatI hO.
saIeesa sava -r haD -v a o y ar sa o  sa M b a M iQ atsaIeesa sava -r haD -v a o y ar sa o  sa M b a M iQ atsaIeesa sava -r haD -v a o y ar sa o  sa M b a M iQ atsaIeesa sava -r haD -v a o y ar sa o  sa M b a M iQ atsaIeesa sava -r haD -v a o y ar sa o  sa M b a M iQ at
samasyaaya o Msamasyaaya o Msamasyaaya o Msamasyaaya o Msamasyaaya o M
]p–maanak saIeesa kao saIeesa p`data Wara
ivaSaoYa $p sao AapUit- ikyao gayao hoDeMD sava-r

haD-vaoyar pr tOnaat nahIM ikyaa jaata hO AaOr iksaI BaI vyaavasaaiyak $p sao
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commercially available generic servers thereby removing
any extra layer of data/cyber security and increasing the
probability of any backdoors and malicious software
deployments.

Integration Issues with the SMS
Sub-standard CAS normally has integration issues

with the SMS. Such CAS does not have consistency in
term of integration and is not able to accept/recognize
commands from SMS on regular basis or during bulk
activation/deactivation. Any activation/deactivation
command or any other command sent from SMS can be
rejected or not accepted by CAS. This will result into
reconciliation issues between CAS and SMS because the
same STB can be found in active state in CAS whereas in
SMS it will be showing inactive or vice versa.

Auto Expiry and Disentitlement of Services
In sub-standard CAS the Set Top Box (STB) does

not get disentitled to the services
automatically on the expiry date set at the
beginning of the subscription period and
needs a command from the Subscriber
Management System (SMS) to get
disentitled. Therefore, substandard CASs
increases the traffic of the SMS commands
to send entitlement and de-entitlement commands every
month for every customer. It results in significant bandwidth
consumption if the network has few thousand customers
and few hundred services and packages to subscribe.

Issues with Addressability
In sub-standard CAS the EMM addressability in

individuals/groups/ region/global/LCO is not achievable.
The definition of the groups may not be based on rules
definitions such as geographic locations based on pin code,
city, etc. Consequently, the operator and broadcaster lose
the control on the field network and its STBs.

Generation of CAS Reports & data bases in
editable formats

Sub-standard CAS/SMS deployment results into
increasing the probability of misreporting the usage and
subscription numbers, as it also generates CAS reports in
editable Formats such as csv, excel. It generates logs which
are accessible by any user or operator for manipulation
and/or modification. This may result into revenue loss to
the operator, broadcaster as well as to the government in
form of taxes. Further, the Sub-standard CASs do not have
an option to back up all the critical data as per the
configuration.

]plabQa jaonaoirk sava-r maoM ]p–maanak saIeesa kao tOnaat krnaa saMBava hO̧
ijasasao DoTaÀsaa[bar saurxaa kI kao[- BaI Aitir@t prt hT jaayaogaI AaOr
iksaI BaI ipClao drvaajao AaOr duBaa-vanaapUNa- saâFTvaoyar pirinayaaojana kI
saMBaavanaa baZ, rhI hO.
esaemaesa ko saaqa ekIkrNa ma u_oesaemaesa ko saaqa ekIkrNa ma u_oesaemaesa ko saaqa ekIkrNa ma u_oesaemaesa ko saaqa ekIkrNa ma u_oesaemaesa ko saaqa ekIkrNa ma u_o

]p–maanak saIeesa maoM AamataOr esaemaesa ko saaqa ekIkrNa saMbaMQaI
samasyaayaoM haotI hOM.eosao saIeesa maoM ekIkrNa kI AvaiQa maoM isqarta nahIM haotI
hO AaOr yah inayaimat AaQaar pr yaa qaaok saiËyaNaÀinaiYËyaNa ko daOrana
esaemaesa ko AadoSaaoM kao svaIkarÀphcaananao maoM saxama nahIM haota hO.iksaI BaI
saiËyaNaÀinaiYËya AadoSa yaa esaemaesa sao Baojao gayao iksaI Anya AadoSa kao
saIeesa Wara AsvaIkar yaa svaIkar nahIM ikyaa jaa sakta hO.[sako
pirNaamasva$p saIeesa AaOr esaemaesa ko baIca saamaMjasya saMbaMQaI samasyaayaoM
]%pnna haogaI @yaaoMik saIeesa maoM vahI esaTIbaI saiËya Avasqaa maoM payaa jaa
sakta hO jabaik esaemaesa maoM yah inaiYËya yaa [sako ivaprIt idKayaI dogaa.
saovaaAao M kI svat: samaaiPt AaOr Apa~tasa ovaaAao M kI svat: samaaiPt AaOr Apa~tasa ovaaAao M kI svat: samaaiPt AaOr Apa~tasa ovaaAao M kI svat: samaaiPt AaOr Apa~tasa ovaaAao M kI svat: samaaiPt AaOr Apa~ta

]p–maanak saIeesa maoM saoT Ta^p baa^@sa ³esaTIbaI´
sadsyata AvaiQa kI Sau$Aat maoM inaQaa-irt samaaiPt
itiqa pr svat: $p sao saovaaAaoM sao vaMicat nahIM haota
hO AaOr hkdarI sao vaMicat haonao ko ilae sabsaËa[bar
maOnaojamaoMT isasTma ³esaemaesa´ sao ek kmaaMD kI
AavaSyakta haotI hO.[sailae GaiTyaa saIeesa p`%yaok

ga`ahk ko ilae hr mahInao eMTa[TolamaoMT AaOr DI–eMTa[TolamaoMT kmaaMD Baojanao
ko ilae esaemaesa kmaaMD ka T/Oifk baZ,ata hO.yaid naoTvak- maoM kuC
hjaar ga`ahk AaOr sabsaËa[bar ko ilae kuC saaO saovaayaoM AaOr pOkoja hOM tao
[sako pirNaamasva$p mah%vapUNa- baOMDivaD\qa Kpt haotI hO.
eD/ osa oibailaTI sao sa Mba MiQat ma u_oeD/ osa oibailaTI sao sa Mba MiQat ma u_oeD/ osa oibailaTI sao sa Mba MiQat ma u_oeD/ osa oibailaTI sao sa Mba MiQat ma u_oeD/ osa oibailaTI sao sa Mba MiQat ma u_o

]p–maanak saIeesa maoM vyai@tyaaoMÀsamaUhaoMÀxao~ÀvaOiSvakÀelasaIAao
maoM [-emaema eD/osaoibailaTI ]plabQa nahIM hO.samaUhaoM kI pirBaaYaa inayamaaoM kI
pirBaaYaa pr AaQaairt nahIM hao saktI hO̧  jaOsao ik ipna kaoD¸ Sahr Aaid
pr AaQaairt BaaOgaaoilak sqaana. natIjatna Aa^proTr AaOr p`saark fIlD
naoTvak- AaOr ]sako esaTIbaI pr inayaM~Na Kao doto hOM.
saMpadnayaa ogya p`a$pao M ma o M saIeesa irpaoT- AaOr DoTa ba osa tOyaarsa Mpadnayaa ogya p`a$pao M ma o M saIeesa irpaoT- AaOr DoTa ba osa tOyaarsa Mpadnayaa ogya p`a$pao M ma o M saIeesa irpaoT- AaOr DoTa ba osa tOyaarsa Mpadnayaa ogya p`a$pao M ma o M saIeesa irpaoT- AaOr DoTa ba osa tOyaarsa Mpadnayaa ogya p`a$pao M ma o M saIeesa irpaoT- AaOr DoTa ba osa tOyaar
krn a akrn a akrn a akrn a akrn a a

]p–maanak saIeesaÀesaemaesa pirinayaaojana ko pirNaamasva$p ]pyaaoga
AaOr sadsyata saM#yaaAaoM kI galat irpao-iTMga kI saMBaavanaa baZ, jaatI hO̧
@yaaoMik yah saIesavaI¸ e@saola jaOsao saMpadna yaaogya p̀a$paoM maoM saIeesa irpaoT- BaI
]%pnna krta hO.yah laâga ]%pnna krta hO jaao iksaI BaI ]pyaaogakta- yaa
AâproTr Wara horfor AaOrÀyaa saMSaaoQana ko ilae phuMca yaaogya hO.[sasao
AâproTr¸ p̀saarkaoM ko saaqa–saaqa sarkar kao kraoM ko $p maoM rajasva haina hao
saktI hO.[sako Alaavaa¸ ]p–maanak saIeesa maoM kânaifgauroSana ko Anausaar
saBaI mah%vapUNa- DoTa ka baOkAp laonao ka ivaklp nahIM haota hO.



21 SATELLITE & CABLE TV AUGUST 2023

FOCUS: CONDITIONAL ACCESS SYSTEM

By Mails/Alerts
Sub-standard CAS makes it difficult to send message

to end user which may be critical to continue the service or
inform the end user of some life-threatening disaster/calamity
etc.

A comparison of the standard and sub-standard
CASs on the lines of major areas of concern is provided at
Annexure II, indicating associated risk factors and their
threat level.

IMPLICATIONS AND POSSIBLE THREATS
FROM DEPLOYMENT OF SUB-STANDARD
CAS/ SMS

The issues reported from time to time indicate that a
lot of proprietary solutions have made way into the Indian
market offering cheap security. Because of this, different
stakeholders in the ecosystem suffer, not just the end
consumer, but also the service providers and the
Government.

Impact on the Consumer
Sub-standard CAS increases the workload of the

operator and creates a confusion among the end consumers
who may get non-uniform services from the same operator.
It may result in frequent disruptions and hence poor Quality
of Service (QoS) for the end consumer.

The consumers get locked in with STBs with limited
functionality because of sub-standard proprietary software,
which in turn results into the wastage of money for the end
consumer as they may have to replace the STB many times
during the subscription period.

Impact on the Broadcaster
Broadcasters and content developers are impacted

directly by deployment of sub-standard CAS/SMS, as
security of their content is compromised. It leads to content
piracy and redistribution without the knowledge and
permission of the broadcaster and the operator.

Further, certain features such as LCN etc. can’t be
implemented seamlessly across all STBs in a network owing
to sub-standard proprietary software. Sub-Standard CAS/
SMS deployment results into increasing the probability of
misreporting the usage and subscription numbers which
may result into revenue loss to the broadcaster and disputes
with the operators in cases of under/excess billing.

Frequent disruption of services results into creating
a lot of issues on the ground as the revenue collection is
disrupted. It may attract lawsuits against the operators which
may have the potential to disrupt their entire business
operations

ma olaÀAlaT -ma olaÀAlaT -ma olaÀAlaT -ma olaÀAlaT -ma olaÀAlaT -
]p–maanak saIeesa AMitma ]pyaaogakta-AaoM kao saMdoSa Baojanaa kizna

banaa dota hO jaao saovaa jaarI rKnao yaa AMitma ]pyaaogakta-AaoM kao iksaI
jaIvana Gaatk AapdaÀGaTnaaAaoM Aaid ko baaro maoM saUicat krnao ko ilae
mah%vapUNa- hao sakta hO.

icaMta ko p`mauK xao~aoM ko tja- pr maanak AaOr ]p–maanak saIeesa
kI tulanaa AnaubaMQa 2 maoM p`dana kI gayaI hO jaao saMbaMiQat jaaoiKma karkaoM
AaOr ]nako Ktro ko str kao dSaa-tI hO.

GaiTyaa saIeesaÀesaemaesa kI tOnaatI sao inaihtaqa- AaOr saMBaaivatGaiTyaa saIeesaÀesaemaesa kI tOnaatI sao inaihtaqa- AaOr saMBaaivatGaiTyaa saIeesaÀesaemaesa kI tOnaatI sao inaihtaqa- AaOr saMBaaivatGaiTyaa saIeesaÀesaemaesa kI tOnaatI sao inaihtaqa- AaOr saMBaaivatGaiTyaa saIeesaÀesaemaesa kI tOnaatI sao inaihtaqa- AaOr saMBaaivat
KtroKtroKtroKtroKtro

samaya–samaya pr irpaoT- ikyao gayao mau_aoM sao saMkot imalata hO ik sastI
saurxaa kI poSakSa krnao vaalao k[- maailakanaa samaaQaana BaartIya baajaar maoM
Aa gayao hOM.[sako karNa pairisqaitkI tM~ maoM ivaiBanna ihtQaarkaoM kao
nauksaana haota hO̧  na kovala AMitma ]pBaao@ta bailk saovaa p`data AaOr
sarkar BaI.
]pBaa o@ta pr p`Baava]pBaa o@ta pr p`Baava]pBaa o@ta pr p`Baava]pBaa o@ta pr p`Baava]pBaa o@ta pr p`Baava

]p–maanak saIeesa Aa^proTraoM ko kaya-Baar kao baZ,ata hO AaOr
AMitma ]pBaao@taAaoM ko baIca Ba`ma pOda krta hO ijanhoM ek hI Aa^proTr sao
gaOr–samaana saovaayaoM imala saktI hOM.[sako pirNaamasva$p baar–baar vyavaQaana
hao sakta hO AaOr AMitma ]pBaao@ta ko ilae saovaa kI gauNava<aa ³@yaUAaoesa´
Kraba hao saktI hO.

]p–maanak maailakanaa saa^FTvaoyar ko karNa ]pBaao@ta saIimat
kaya-xamata vaalao esaTIbaI maoM fMsa jaato hOM ijasako pirNaamasva$p AMitma
]pBaao@ta ko ilae pOsao kI babaa-dI haotI hO @yaaoMik ]nhoM sadsyata AvaiQa
ko daOrana k[- baar esaTIbaI kao badlanaa pD, sakta hO.
p`saark pr p`Baavap`saark pr p`Baavap`saark pr p`Baavap`saark pr p`Baavap`saark pr p`Baava

GaiTyaa saIeesaÀesaemaesa kI tOnaatI sao p`saarkaoM AaOr kMToMT
banaanao vaalao saIQao p`Baaivat haoto hOM̧  @yaaoMik ]nakI saamaga`I kI saurxaa sao
samaJaaOta ikyaa jaata hO.yah p`saark AaOr Aa^proTr kI jaanakarI AaOr
Anaumait ko ibanaa saamaga`I kI caaorI AaOr punaiva-trNa kI Aaor lao jaata
hO.[sako Alaavaa kuC sauivaQaayaoM jaOsao elasaIena Aaid kao GaiTyaa maailakanaa
saa^FTvaoyar ko karNa naoTvak- ko saBaI esaTIbaI maoM inabaa-Qa $p sao laagaU nahIM
ikyaa jaa sakta hO.

]p–maanak saIeesaÀesaemaesa pirinayaaojana ko pirNaamasva$p ]pyaaoga
AaOr sadsyata saM#yaaAaoM kI galat irpaoiT-Mga kI saMBaavanaa baZ, jaatI hO ijasako
pirNaamasva$p p̀saark kao rajasva haina hao saktI hO AaOr kmaÀAitir@t
ibailaMga ko maamalaaoM maoM AâproTraoM ko saaqa ivavaad hao sakta hO.

saovaaAaoM maoM baar–baar vyavaQaana ko pirNaamasva$p rajasva saMga`h
baaiQat haonao sao jamaInaI str pr k[- samayaayaoM pOda haotI hOM.[sasao Aa^proTraoM
ko iKlaaf maukdmaoM dayar hao sakto hOM ijasasao ]nako saMpUNa- vyavasaaya
saMcaalana kao baaiQat krnao kI saMBaavanaa hao saktI hO.
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Impact on MSO/DPO/Pay TV Distributor
Since majority of the CAS companies do not have

their own SMS, Middleware (MW) and User Interface (UI),
it increases the dependency of the MSOs on several Third
party (TP) software solution providers. Since most of the
MSOs lack in technical expertise as they have migrated from
Analog Cable TV regime, they fall prey to sub-standard
solutions and face support issues subsequently.

MSOs get locked down to only one kind of boxes/
STB original equipment manufacturer (OEM) with non-
standard implementation of middleware features and incur
high maintenance overhead to maintain and execute such
proprietary software. It increases their operational cost as
technical issues arise. Their flexibility to extend features is
reduced.

Additionally, it creates tension with broadcasters,
as there is a potential to manipulate the readings and log
numbers which may result into misrepresentation of the
data and may affect the revenue for all parties concerned
due to excess/under billing.

Since deployment of a substandard proprietary
software can result into content leakage and piracy, it may
lead to various legal and commercial actions by the content
owner and hence disrupt the complete operations of the
MSOs.

Further, in absence of Hardware Specifications and
Performance Parameter standards, MSO may keep on
investing into poor/cheap quality hardware which results
into wastage of time, the generation of a lot of e-waste,
resource wastages in terms of financial resources, human
resources as well as management resources.

Impact on the Government
Sub-standard CASs defeat the

very purpose of the Government of
India’s DAS (Digital Addressable
System) initiative. Sub-standard CAS/
SMS deployment results into
increasing the probability of
misreporting the usage and
subscription numbers which may
result into revenue loss to the operator,
broadcaster as well as to the
government in form of taxes.

Further, CASs which follow
accepted global standards can be
useful when changes from middleware
perspective, such as STB
Interoperability are implemented by the government. 

emaesaAaoÀDIpIAaoÀpo TIvaI ivatrk pr p`BaavaemaesaAaoÀDIpIAaoÀpo TIvaI ivatrk pr p`BaavaemaesaAaoÀDIpIAaoÀpo TIvaI ivatrk pr p`BaavaemaesaAaoÀDIpIAaoÀpo TIvaI ivatrk pr p`BaavaemaesaAaoÀDIpIAaoÀpo TIvaI ivatrk pr p`Baava
caUMik AiQakaMSa saIeesa kMpinayaaoM ko pasa Apnaa svayaM ka

esaemaesa¸ imaDlavaoyar ³emaDblaÚ  AaOr yaUjar [MTrfosa ³yaUAa[-́  nahIM hO
[sasao k[- tIsaro pxa ³TIpI´ saa^FTvaoyar samaaQaana p`dataAaoM pr emaesaAao
kI inaBa-rta baZ, jaatI hO.caUMik AiQakaMSa emaesaAao maoM tknaIkI ivaSaoYa&ta
kI kmaI hO @yaaoMik vao enaalaa^ga TIvaI vyavasqaa sao calao gayao hOM̧  vao GaiTyaa
samaaQaanaaoM ko iSakar hao jaato hOM AaOr baad maoM samaqa-na samasyaaAaoM ka saamanaa
krto hOM.

imaDlavaoyar sauivaQaaAaoM ko gaOr–maanak kayaa-nvayana ko saaqa emaesaAao
kovala ek p`kar ko ba@saoÀesaTIbaI maUla ]pkrNa inamaa-ta ³Aao[-ema´
tk saIimat hao jaato hOM AaOr eosao maailakanaa saa^FTvaoyar kao banaayao rKnao
AaOr inaYpaidt krnao ko ilae ]cca rKrKava AaovarhoD Kca- krto hOM.tknaIkI
samasyaayaoM ]%pnna haonao pr [sasao ]nakI pircaalana laagat baZ, jaatI hO.sauivaQaaAaoM
ka ivastar krnao ka ]naka lacaIlaapna kma hao gayaa hO.

[sako Aitir@t¸ yah p`saarkaoM ko saaqa tnaava pOda krta hO̧
@yaaoMik rIiDMga AaOr laa^ga naMbaraoM maoM horfor krnao kI saMBaavanaa hO ijasako
pirNaamasva$p DoTa kI galat p`stuit hao saktI hO AaOr AiQakÀkma
ibailaMga ko karNa saMbaMiQat saBaI pxaaoM ko rajasva pr Asar pD, sakta hO.

caUMik GaiTyaa svaaima%va vaalao saa^FTvaoyar kI tOnaatI ko pirNaamasva$p
saamaga`I irsaava AaOr caaorI hao saktI hO̧  [sasao saamaga`I svaamaI Wara ivaiBanna
kanaUnaI AaOr vaaiNaijyak kar-vaa[yaaM hao saktI hOM AaOr [sa p`kar emaesaAao
ko saMpUNa- saMcaalana maoM baaQaa ]%pnna hao saktI hO.

[sako Alaavaa haD-vaoyar ivaiSaYTtaAaoM AaOr p`dSa-na pOramaITr
maanakaoM ko ABaava maoM̧  emaesaAao KrabaÀsasto gauNava<aa vaalao haD-vaoyar maoM
inavaoSa krnaa jaarI rK sakta hO ijasako pirNaamasva$p samaya kI babaa-dI
haotI hO̧  bahut saaro [-–kcaro ka ]%padna haota hO̧  iva<aIya saMsaaQanaaoM̧
maanava saMsaaQanaaoM ko saaqa–saaqa p`baMQana saMsaaQanaaoM kI babaa-dI haotI hO.

sarkar pr p`Baavasarkar pr p`Baavasarkar pr p`Baavasarkar pr p`Baavasarkar pr p`Baava
GaiTyaa saIeesa Baart sarkar kI DIeesa
³iDijaTla eD/osaobala issTma´ phla ko ]_oSya
ka o hI ivafla kr doto h O M.]p–maanak
sa IeesaÀesaemaesa piri n ay a a o j a n a k o
pirNaamasva$p ]pyaaoga AaOr sadsyata saM#yaaAaoM
kI galat irpao-iTMga kI saMBaavanaa baZ, jaatI hO
ijasako pirNaamasva$p Aa^proTr¸ p`saark ko
saaqa–saaqa sarkar kao kraoM ko $p maoM rajasva
kI haina hao saktI hO.
[sako Alaavaa¸ svaIkRt vaOiSvak maanakaoM ka palana
krnao vaalao saIeesa tba ]pyaaogaI hao sakto hOM
jaba sarkar Wara esaTIbaI [MTrAa^proibailaTI

jaOsao imaDlavaoyar pirpòxya sao pirvat-na laagaU ikyao jaato hOM. 


