FOCUS: CONDITIONAL ACCESSSYSTEM

DEVELOPING
EFFECTIVE CAS FOR
MSOs

Digital Addressable Systems (DAS) provide
subscribers with a degree of choice and has
multiple advantages over the analogue system.
DAS environment consists of the Conditional
Access System (CAS), which is the cornerstone of
transmission system as it is responsible for the
encryption of content.

ISSUES RELATED TO SUB-STANDARD CAS &
SMS

The Cable Television Networks (Regulation) Act,
1995, the permission/ license to DPOs and the extant
regulatory framework lay
down requirementsto be met

by the Addressable
Systems. However,
broadcasters and

distributors regularly raise
issues arising out of
deployment of sub-standard
systems. The issues
reported are described
herein under three broad
heads viz. Security related
issues, Operational issues
and Support related issues.

SECURITY-RELATED ISSUES:

Transmission of unencrypted signals,
unauthorized transmission of signals

Thisis by far the most recurring issue reported by
various broadcasters from various territories. It is also
probably the most critical issue as it amounts to theft of
content and thereby resultsin direct loss of revenue to the
concerned broadcaster and also to the government. The
transmission of unencrypted signalsis a clear violation of
section 4A of the Cable Television Networks (Regul ation)
Act, 1995. It enables unauthorized reception of the content
and thereby amounts to infringement of provisions of the
Indian Copyrights Act, 1957 and constitutes a criminal
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offence resulting in unlawful gain to the offender and loss
to the affected stakeholders.

Finger printing/watermarking
supported by the system

Schedule I11 of the Interconnection
Regulation (Annexure |) has specific
provisions for fingerprinting (both visible
and covert) and watermarking to be complied
by the distribution equipment. This is a
critical tool to identify the source of abreach
of security if it happens and thereby taking
corrective measures such as barring content
access by the compromised STBs and
blacklisting them, apart from other actions.
A timely action isimportant in minimizing
the extent of loss dueto piracy, especialy in
case of time-critical content, such as sports
events. Non-compliance of fingerprinting/ watermarking
deprives the affected parties of this damage control
mechanism.

Cloning of STB:

Even though Schedule |11 categorically mandates
that each STB should beindividually addressable, there
are reported cases of cloning of STBs, wherein by
hacking of securekey of aSTB, it was cloned into several
STBs while only the hacked STB was reflected in the
system. This is another instance of piracy resulting in
leakage of revenue.

not

OPERATIONAL ISSUES:

Integration issues between CAS and SMS

Interconnection Regulations mandate that
activation and deactivation of STBs should be donewith
commands of the SMS and that CAS should not have
thefacility to activate/deactivate STBs. Assuch, the SMS
and CAS should be in absolute synchronization at all
times. However, issues areraised from timeto time from
field in thisregard. It is alleged that in few cases, there
may be mirror SMS which, while able to configure
subscribers, does not reflect subscribers’ information in
main subscriber database. This issue has multiple
implications. Firstly, it results in improper reporting of
subscription figures. As revenue sharing under the
regulatory framework is subscription based, this has
seriousimplications. On the other hand, synchronization
issue also has implications on service provisioning to
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consumer. For example, this may result in a situation
where a program has been subscribed to a particular
customer/STB but due to integration problem it may not
reflect in CAS and the consumer may remain deprived of
the service. The converse is also possible wherein a
customer may be availing subscription to certain
program(s) while the same are not reflected in SMS. This
issue can lead to serious discrepancies during bulk
activation/deactivation.

Absence of creation/modification logs in
the system

Absence of proper, tamper-proof log in the CASY/
SMS has serious consequences. The presence of temper
proof logs givesthe confidence to technical audit team that
nothing is being hidden and helps in complete
investigations. Absence of temper proof logs raises
suspicion of wrong-doing. It provides opportunity to an
unscrupul ous operator to manipul ate subscription data and
thereby distort the revenue reports. Another way in which
it providesawindow for manipulation isthrough theAccess
Criteriadefined inthe CAS. Access criteriacontrolsall the
service ids of the channels and decides whether an STB
will have access to certain channels or not based upon its
entitlement. If the access criteriais disabled then the STB
will have complete access to all the channels and this will
not reflect in the CAS and SM S reports. In the absence of
proper log, there would be no mechanism to check whether
the access criteriais manipulated anytime to under report
the active subscriber count.

Absence of blacklisting feature in SMS

Asdescribed earlier, fingerprinting and watermarking
areimportant toolsinidentifying the source
of piracy and the compromised STBs and
taking corrective action by restricting
access and blacklisting them. However,
there are instances where the SMS does
not have the facility to blacklist such
compromised STBs, thereby causing
irreparable harm.

SUPPORT RELATED ISSUES:

In addition to the security related
and operational threats as summarized
above, there are instances of complaints
raised by MSOs regarding support-related issues from
CAS/SMS vendors. Specifically, such complaints either
pertain to delay or lack of support in relation to needed
software modification in the system in compliance to a
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license or regulatory requirement. Pursuant to coming into
effect of the new regulatory framework, there have been
cases, where a DPO could not implement the new billing
regimetimely. Not only the DPO faced regulatory actions,
it also incurred losses in terms of higher pay-out to
broadcasters as well-as the consumers, as it failed to
activate channels as per consumer choice(s). There have
been reports where the vendor sought exorbitant charges
for a modification or an upgrade as the DPO became a
captive customer.

CHALLENGES ASSOCIATED WITH SUB-
STANDARD SYSTEMS:

Analysisof thereported i ssues as summarized above
revealsthere are primarily two waysin which these issues
can be manifested. One is due to deployment of sub-
standard systems (CAS/SMS) in the field and the other is
due to fraudulent operation of the systems. As far as
fraudulent operation of the systemswith amaliciousintent
is concerned, inspections and operational oversight
mechanism can probably be the only effective way to curb
the menace with relevant technical support and audit trail.
However, creating a framework that prevents deployment
of sub-standard systemsin the network can be expected to
bring apreventive control asfar as potential threats arising
due to vulnerability of such systems to hacking is
concerned. Further, it may also be argued that support
related issues can perhaps be addressed more effectively
through suitable policy framework. Few of thewaysinwhich
sub-standard systems put the eco-system to risk are
described below:

No protection against Control Word (CW)
Sharing

CW is not sent in an encrypted format in the
Entitlement Control Message (ECM) in substandard CASs.
Itispossibleto get the CW by snooping methods. If CW is
not protected, then it would allow the Local Cable Operator
(LCO)/ Hacker/to redistribute the signals without the
knowledge of the Operator/Broadcaster and get profited
fromit.

Weak encryption of Entitlement Control
Message (ECM) and Entitlement
Management Message (EMM)

ECM and EMM are not encrypted in sub-standard
CAS. It does not have mechanism for Custom EMM
generation and handling. If ECM/EMM are not protected,
then it would allow the hackers to redistribute the signals
unlawfully.
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Unsecure Boot Loader

Sub-standard CAS does not have secure boot
loader and hence it allows non-authenticated software
to boot up the STB. Further it allows malicious software
to be downloaded in an STB. Non-Secure Boot L oader
can put investment of the operator on the STB at risk
because if amalicious softwareisrunning on the STB it
can make the boxes to behave abnormally and can even
make STBs in operation to stop working completely,
making the operator to re-invest in buying all the boxes
once again. Several complaints have been received from
operators alleging malpractices by such substandard
CASs, owing to which support issues are faced by the
concerned M SOs.

Non-secure Boot Loader can also result in releasing
the control word which would allow the end user to
redistribute the signals without the knowledge of the
Operator/Broadcaster.

Poor Support for Detection of Security
Breach

It has been mentioned in Chapter 1 that CASs
deployed have varying level of security robustness against
piracy, varying from Advanced embedded type to non-
advanced. CA Sswith non-advanced security are obviously
more vulnerable to piracy. Fingerprinting/watermarking
mechanisms do provide a mechanism to block access of
content to compromised devices/ network in case of a
security breach. However, sub-standard CASs may not
even have fingerprinting mechanisms. Owing to these
factors content can be pirated and redistributed on various
online as well as offline modes mechanisms without the
knowledge of the operator or the broadcaster.

Blacklisting of STBs

Sub-standard CASs allow
compromised STBsto continuetorun
in the network, as they do not have a
provision for blacklisting of smart
cards or ID’s of the STBs, thereby
allowing content piracy to continue
without the knowledge of the operator
or the broadcaster.
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Issues with CAS Server
Hardware

Sub-standard CAS are not
deployed on head-end server
hardware specifically supplied by CAS provider and it is
possible to deploy sub-standard CAS in just any
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commercially available generic servers thereby removing
any extra layer of data/cyber security and increasing the
probability of any backdoors and malicious software
deployments.

Integration Issues with the SMS

Sub-standard CAS normally has integration issues
with the SMS. Such CAS does not have consistency in
term of integration and is not able to accept/recognize
commands from SMS on regular basis or during bulk
activation/deactivation. Any activation/deactivation
command or any other command sent from SMS can be
rejected or not accepted by CAS. This will result into
reconciliation issues between CAS and SM'S because the
same STB can be found in active state in CAS whereasin
SMSit will be showing inactive or vice versa.

Auto Expiry and Disentitlement of Services
In sub-standard CAS the Set Top Box (STB) does

not get disentitled to the services

automatically on the expiry date set at the
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beginning of the subscription period and =
needs a command from the Subscriber | @B
Management System (SMS) to get
disentitled. Therefore, substandard CASs
increasesthetraffic of the SMS commands

to send entitlement and de-entitlement commands every
month for every customer. It resultsin significant bandwidth
consumption if the network has few thousand customers
and few hundred services and packages to subscribe.

Issues with Addressability

In sub-standard CAS the EMM addressability in
individual s/groups/ region/global/LCO is not achievable.
The definition of the groups may not be based on rules
definitions such as geographic locations based on pin code,
city, etc. Consequently, the operator and broadcaster lose
the control on the field network and its STBs.

Generation of CAS Reports & data bases in
editable formats

Sub-standard CAS/SMS deployment results into
increasing the probability of misreporting the usage and
subscription numbers, as it also generates CAS reportsin
editable Formats such ascsv, excel. It generateslogswhich
are accessible by any user or operator for manipulation
and/or modification. This may result into revenue loss to
the operator, broadcaster as well as to the government in
form of taxes. Further, the Sub-standard CA Ss do not have
an option to back up all the critical data as per the
configuration.
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By Mails/Alerts

Sub-standard CAS makesit difficult to send message
to end user which may be critical to continuethe service or
inform the end user of somelife-threatening disaster/calamity
etc.

A comparison of the standard and sub-standard
CASson thelines of major areas of concern is provided at
Annexure Il, indicating associated risk factors and their
threat level.

IMPLICATIONS AND POSSIBLE THREATS
FROM DEPLOYMENT OF SUB-STANDARD
CAS/ SMS

Theissuesreported from timeto timeindicatethat a
lot of proprietary solutions have made way into the Indian
market offering cheap security. Because of this, different
stakeholders in the ecosystem suffer, not just the end
consumer, but also the service providers and the
Government.

Impact on the Consumer

Sub-standard CAS increases the workload of the
operator and creates aconfusion among the end consumers
who may get non-uniform services from the same operator.
It may result in frequent disruptions and hence poor Quality
of Service (QoS) for the end consumer.

The consumersget locked in with STBswith limited
functionality because of sub-standard proprietary software,
whichin turn resultsinto the wastage of money for the end
consumer asthey may haveto replace the STB many times
during the subscription period.

Impact on the Broadcaster

Broadcasters and content developers are impacted
directly by deployment of sub-standard CAS/SMS, as
security of their content iscompromised. It leadsto content
piracy and redistribution without the knowledge and
permission of the broadcaster and the operator.

Further, certain features such as LCN etc. can’t be
implemented seamlessly acrossall STBsin anetwork owing
to sub-standard proprietary software. Sub-Standard CAS/
SM S deployment results into increasing the probability of
misreporting the usage and subscription numbers which
may result into revenue lossto the broadcaster and disputes
with the operators in cases of under/excess billing.

Frequent disruption of servicesresultsinto creating
alot of issues on the ground as the revenue collection is
disrupted. It may attract lawsuits against the operatorswhich
may have the potential to disrupt their entire business
operations
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Impact on MSO/DPO/Pay TV Distributor

Since mgjority of the CAS companies do not have
their own SM S, Middleware (MW) and User Interface (Ul),
it increases the dependency of the MSOs on several Third
party (TP) software solution providers. Since most of the
MSOslack intechnical expertiseasthey havemigrated from
Analog Cable TV regime, they fal prey to sub-standard
solutions and face support issues subsequently.

MSOs get locked down to only one kind of boxes/
STB origina equipment manufacturer (OEM) with non-
standard implementation of middleware features and incur
high maintenance overhead to maintain and execute such
proprietary software. It increases their operational cost as
technical issuesarise. Their flexibility to extend featuresis
reduced.

Additionally, it creates tension with broadcasters,
as there is a potential to manipulate the readings and log
numbers which may result into misrepresentation of the
data and may affect the revenue for all parties concerned
due to excess/under hilling.

Since deployment of a substandard proprietary
software can result into content leakage and piracy, it may
lead to variouslegal and commercial actionsby the content
owner and hence disrupt the complete operations of the
MSOs.

Further, in absence of Hardware Specifications and
Performance Parameter standards, MSO may keep on
investing into poor/cheap quality hardware which results
into wastage of time, the generation of a lot of e-waste,
resource wastages in terms of financial resources, human
resources as well as management resources.

Impact on the Government
Sub-standard CASs defeat the
very purpose of the Government of
India’'s DAS (Digital Addressable
System) initiative. Sub-standard CAS
SMS deployment results into
increasing the probability of
misreporting the wusage and
subscription numbers which may
result into revenuelossto the operator,
broadcaster as well as to the
government in form of taxes.

Further, CASs which follow
accepted global standards can be
useful when changesfrom middleware
perspective, such as STB
Interoperability areimplemented by the government. B

Ministry of Information & Broadcasting
Government of India
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